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- The MAILING DATE of this communication app ars on the cover sheet with th correspondence address - 
Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 1 33). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1 .704(b). 

Status 

1 )S Responsive to communication(s) filed on 10 July 2001 . 
2a)D This action is FINAL. 2b)S This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 

Disposition of Claims 

4) ^ Claim(s) 7-70 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) KI Claim(s) 1-10 is/are rejected. 

7) D Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) D The specification is objected to by the Examiner. 

10) ^ The drawing(s) filed on 10 July 2001 is/are: a)^ accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

1 1) D The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12) D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 1 19(a)-(d) or (f). 
a)Q All b)D Some * c)D None of: 

1 .□ Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. . 

3. D Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 



Attachment(s) 

1) ^ Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413) 

2) □ Notice of Draftsperson's Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. . 

3) □ Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5 ) □ Notice of Informal Patent Application (PTO-152) 

Paper No(s)/Mail Date . 6) □ Other: . 



U.S. Patent and Trademark Office 

PTOL-326 (Rev. 1-04) 



Offic Action Summary 



Part of Paper NoVMail Date 0 



Application/Control Number: 09/901 ,473 
Art Unit: 2132 



Page 2 



DETAILED OFFICE ACTION 

1. Claims 1-10 have been examined 

PRIORITY 

2. Acknowledgment is made of applicant's claim for priority under 35 U.S.C. 119(e). 
The certified copy has been filed in parent Application No. 60/269,845, filed February 
21, 2001. 

CLAIM OBJECTIONS 

3. Claim 7 is objected to for the following informality: tense mismatch. 
" downloading' 7 should read "downloads". 

CLAIM REJECTIONS - 35 U.S.C 112 

4. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 1 and 10 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

5. Claim 1 is rejected as being indefinite for reciting, "at the client device decrypting 
the received media key and storing it in memory". It is unclear if "it" refers to the 
received media key, i.e. the encrypted media key, or the resulting unencrypted media 
key. 

6. Claim 10 recites the limitation "the media work" (page 13, line 4), for which there 
is insufficient antecedent basis. 
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CLAIM REJECTIONS - 35 U.S.C 103(a) 

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as 
set forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been obvious at 
the time the invention was made to a person having ordinary skill in the art to which said subject 
matter pertains. Patentability shall not be negatived by the manner in which the invention was 
made. 

8. Claims 1-5 and 7-9 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Peinado et al., U.S. Patent Number 6,775,655, filed 11/24/99, in view of Lee et al, U.S. 
Patent Number 6,636,966, filed 04/03/00. 

9. Regarding claims 1, 7, and 8, Peinado et al. disclose a method for the secure 
distribution of audio-visual media over a network comprising: 

encrypting each media work with an encryption key unique to each work (see 

column 2, lines 48-52); 
storing the encrypted media on one or more servers (see column 2, lines 36-52; 

column 6, line 40; figure 1, item 22); 
storing the media keys on a server (see column 2, lines 56-63; column 6, line 41; 

figure 1, item 20); 

a retail server proving consumers the right to media keys in exchange for 

complying with conditions, the consumer requesting a media key, and 
the server verifying compliance with conditions, and passing request to 
the key server (see column 20, line 53 - column 21, line 24; column 19, 
lines 33^5); 

the second server verifying the allowability of fulfilling requests from client and 
if allowable encrypting the relevant media key and downloading it to the 
client (see column 21, lines 36-43; column 19, lines 17-45); 

encrypting relevant media key and downloading it to the client (see column 3, 
lines 27-38); 
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client decrypting the received media key and storing it in memory (see column 

21, lines 43-45; figure 4, item 38); 
client requesting the desired encrypted media work and downloading it from the 

server (see column 13, lines 15-33); 
client retrieving the media key from memory and using it to decrypt the media 

work so it can be played (see column 23, lines 45-64); 

10. Note that the "black box" detailed by Peinado et al. is client-side. Peinado et al. 
do not, however, disclose the retail server to be a separate, third server. Rather, the 
same server that handles the keys handles the retail functions. Nevertheless, Lee et al, 
in a similar field of endeavor, do disclose a separate server for these functions 
("distributor"). This server accepts the client requests, and passes them to a second 
server, which verifies the requests. Upon verification, the encrypted key is passed to the 
distribution server, which in turn is downloaded to the client (see embodiment of 
column 5, lines 9-13 and 16-23). Given the teachings of Lee et al., it would have been 
obvious to one of ordinary skill in the art at the time of the invention to have modified 
the method of Peinado et al. to provide for a separate retail server to pass the client 
requests to the server and pass the key to the client in order to further separate differing 
functions across distinct servers. 

11. Regarding claim 2, Peinado et al. disclose storing the media key in memory 
encrypted, and when the encrypted media work is downloaded, the encrypted media 
key is retrieved from memory, decrypted, and used to decrypt the media work (see 
column 23, line 55 - column 24, line 1). 

12. Regarding claims 3 and 4, Peinado et al. disclose the use of license acquisition 
information, meeting the claimed limitation of steering files, which correspond to each 
media work and its corresponding key and contain information identifying the media 
work and location of the media key (see column 18, line 27-48; column 28, line 41 - 
column 30, line 29). 
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13. Regarding claim 5, Peinado et al. disclose encryption using a public key 
algorithm wherein the client includes the consumer's public key with the request, and 
the relevant media key is encrypted using the consumer's public key, and the client 
decrypts it using the consumer's private key (see column 2, lines 48-52; column 3, lines 
27-49; column 23, lines 45-64). 

14. Claim 6 is rejected under 35 U.S.C. 103(a) as being unpatentable over Peinado et 
al. in view of Blakley III et al., U.S. Patent Number 5,677,952. Peinado et al. does not 
disclose storing the key in volatile memory. Blakley III et al., however, do disclose 
storing an encryption key in volatile memory so that "when the particular computing 
session is ended or interrupted, the secret key is erased from the computer's volatile 
memory to prevent unauthorized access to and disclosure of the information in the 
sector". It would have been an obvious modification to the method of Peinado et al. to 
store the key in volatile memory to prevent unauthorized access after the computing 
session is ended. 

15. Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable over Peinado et 
al. in view of Lee et al. Peinado et al. disclose a method for the secure distribution of 
digitized audio-visual media to consumers over a data network comprising: 

encrypting each media work with a unique encryption key (see column 2, lines 
48-52); 

storing the encrypted media on a first server (see column 2, lines 36-52; column 6, 

line 40; figure 1, item 22); 
storing the media keys on a second server (see column 2, lines 56-63; column 6, 

line 41; figure 1, item 20); 
creating steering files (license acquisition information) corresponding to each 

work and its corresponding key, identifying the media work and the 

location of the media key, the steering files when executed on a network- 
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connected client causing a request to be made to the second server for the 
key (see column 18, line 27-59; column 28, line 41 - column 30, line 29); 
the key server verifying allowability of fulfilling client' s request and if allowable 
encrypting the media key with a key unique to the consumer and 
downloading it to the client (see column 21, lines 36-43; column 19, lines 
17-45); 

decrypting the product key at the client device and storing it in memory (see 

column 21, lines 43-45; figure 4, item 38); 
generating a request to the first server from the client to deliver the product 

identified in the steering file, and downloading the encrypted product 

from the server to the client (see column 13, lines 15-33); 
retrieving the product key from memory and using it to decrypt the product to a 

condition where it is ready for use (see column 23, lines 45-64). 

Peinado et al. do not, however, disclose the steering files to be on a separate, third, 
server. Nevertheless, Lee et al., in a similar field of endeavor, do disclose a separate 
server (see embodiment of column 5, lines 9-13 and 16-23). Given the teachings of Lee et 
al., it would have been obvious to one of ordinary skill in the art at the time of the 
invention to have modified the method of Peinado et al. to provide for a separate server 
to make available steering files to the client in order to further separate differing 
functions across distinct servers. 

16. Claim 10 is rejected under 35 U.S.C 103(a) as being unpatentable over Peinado et 
al. in view of Lee et al. Peinado et al. disclose a method for the secure distribution of 
digitized products to consumers over a data network comprising: 

encrypting each product with a unique encryption key (see column 2, lines 48- 
52); 

storing the encrypted product on a first server (see column 2, lines 36-52; column 
6, line 40; figure 1, item 22); 
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storing the product keys on a second server (see column 2, lines 56-63; column 6, 
line 41; figure 1, item 20); 

creating steering files (license acquisition information) corresponding to each 
product and its corresponding key, identifying the product and the 
location of the product key, the steering files when executed on a 
network-connected client causing a request to be made to the second 
server for the key (see column 18, line 27-59; column 28, line 41 - column 
30, line 29); 

the key server encrypting the product key with a key unique to the consumer 
and downloading it to the client (see column 18, line 27-48); 

decrypting the product key at the client device and storing it in memory (see 
column 21, lines 43-45; figure 4, item 38); 

generating a request to the first server from the client to deliver the product 
identified in the steering file, and downloading the encrypted product 
from the server to the client (see column 13, lines 15-33); 

retrieving the product key from memory and using it to decrypt the product to a 
condition where it is ready for use (see column 23, lines 45-64). 

Peinado et aL do not, however, disclose the steering files to be on a separate, third, 
server. Nevertheless, Lee et al., in a similar field of endeavor, do disclose a separate 
server (see embodiment of column 5, lines 9-13 and 16-23). Given the teachings of Lee et 
al., it would have been obvious to one of ordinary skill in the art at the time of the 
invention to have modified the method of Peinado et al. to provide for a separate server 
to make available steering files to the client in order to further separate differing 
functions across distinct servers. 



CONCLUSION 

17. The following art made of record and not relied upon is considered pertinent to 
applicant's disclosure: 
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Perlman, U.S. Patent Number 5,862,220 
Krishman et al., U.S. Patent Number 6,073,124 
Sakamoto et al., Japanese Patent Number 11-266,483 

Boccon-Gibod et aL, Patent Application Publication Number U.S. 2001/0016836 

18. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Daniel M. Ungar whose telephone number is 
571.272.7960. The examiner can normally be reached on 8:30 - 6:00 Monday - Thursday, 
Alt. Fridays. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571.272.3799. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http:/ / pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). 
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